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Practical Strategies

Attorney Michael DeLucia'

“It couldn’t happen at our place, everyone who works here
is just like family.”
— “Loss Prevention Bulletin,” Zurich
North America’*

INTRODUCTION

The purpose of this article is to help both nonprofit and
for-profit organizations identify the possibilities for fraud and
embezzlement in their organizations and understand the
steps they need to take to prevent these behaviors. The article
emphasizes the need for boards of directors to take the lead
in engaging their officers and employees in crafting policies
and procedures to minimize the possibility for fraud and
embezzlement. Although the focus of this article is primarily
on the nonprofit sector, the lessons to be learned are applicable
equally to all sectors, including religious organizations. No
organization is immune to fraud, including state and federal
governmental agencies.’

I. NONPROFIT BOARD OF DIRECTORS/
FIDUCIARY DUTY

Fiduciary Duty. Because boards of directors have
a fiduciary duty to protect charitable assets, fraud and em-
bezzlement are issues that must be addressed at the board
level. Governing boards should implement internal controls,
work with their auditors to identify vulnerabilities in their
organizations, and, most importantly, create an anonymous
reporting system for employees that ensures confidentiality.
Other initiatives for boards to consider include educational
sessions for officers and employees and insurance to cover
employee theft. Each of these items is discussed more fully
below; and there is a summary “Ten Tips” sidebar in this
article.

Scope of the Problem. In a recent scholarly pub-
lication, the authors estimated that the cost of fraud in the
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charitable sector is approximately $40 billion dollars annu-
ally* That sum is a staggering percentage of the charitable
giving that donors contribute annually to nonprofit organi-
zations. The authors examined recent data and pointed to
a set of conclusions: that fraud may be easier to perpetrate
in nonprofit organizations because of factors such as (i) an
atmosphere of trust, (i) weaker internal controls, (jii) lack of
financial expertise, and (iv) reliance upon voluntary boards.’
If these conclusions are correct, then nonprofit governing
boards need to focus quickly and efficiently upon ways to
deal with these vulnerabilities.

One basic problem in the nonprofit sector is the limited
number of volunteers at the board level with skills in scrutiniz-
ing financial statements or in providing the tough oversight
function that is needed. For those boards that lack members
with financial skills, the ability to detect and deter fraud is
significantly hampered. ““[T]hese factors can resultin a board
that is unwilling or unable to ask the tough questions neces-
sary to detect financial mismanagement or fraud.”® To put
itbluntly: “Active involvement of [financially knowledgeable
individuals] [is important in] deterring fraudulent activity.”’
Consequently, nonprofit boards should make it a priority
to identify and include board members with financial and
related skills.

Fraud appears regularly in both for-profit and non-
profit organizations, whatever their size.® Recent cases in
New Hampshire have included a religious organization in
Portsmouth, where its long-serving treasurer embezzled
$1,600,000, leaving his church with $100.” The New Hamp-
shire cases also include a serial embezzler, who embezzled
$15,000 from her first employer, was indicted and convicted,
and later plead guilty to embezzling $340,000 from a later
employer. One recent national commentator, pointing to
New Hampshire, summarized the situation as follows: “7he
spreading disease of embezzlement from charitable orga-
nizations seems to reach everywhere.”!" Indeed, recent cases
include embezzlement at law firms, medical facilities, and
youth sport leagues."

Proliferation of Charitable Entities. The po-




tential for fraud in the charitable sector is likely to increase,
given the rapid proliferation of charities in the United
States. The Internal Revenue Service reports that in 1996
there were 654,186 registered 501(c)(3) organizations."
By 2007, the number of registered 501(c)(3) organizations
had increased to 1,128,367. In 2007 alone, the IRS approved
68,278 new 501(c) (3) organizations, which calculates into
32 new 501(c) (3) organizations per work-hour or oze new
501(c)(3) organization every fwo minutes of the workday.
This proliferation of charitable entities has been occurring in
New Hampshire as well, with approximately 500 additional
charities being registered annually in this state. Given this
proliferation, the need for informed board members skilled
in financial and management issues and alert to identifying
“red flags” is more urgent than ever.

TEN TIPS

The following ten tips are designed to help aboard devise
a strategy suitable for its own organization. The two
major building blocks are (i) creating a positive culture
in the organization and (ii) strengthening internal ac-
counting controls.

1. train volunteers and staff regarding fraud
2. obtain employee theft insurance

3. have someone other than the treasurer review the
monthly financial statements

4. create a positive, ethical environment “at the top”
5. require independent directors

6. specifically direct the audit committee to detect
fraud

7. require background checks on all employees that
handle cash

8. create a whistleblower protection system
9. educate employees on the consequences of fraud
10. brain-storm with staff on the problem

For a comprehensive discussion of anti-fraud initia-
tives, see Edward McMillan’s book, Preventing Fraud
in Nomprofit Organizations (John Wiley and Sons,
Hoboken, New Jersey, 2000).

Il. CERTIFIED FRAUD EXAMINERS

In July 2008, the Association of Certified Fraud Examin-
ers (ACFE) released its 2008 “Report to the Nation” on occu-
pational fraud in the United States. The Report is analytical,
comprehensive, and an excellent source of data on fraud. Tt
is accessible on the ACFE’s website."* The Report estimates
that U.S. organizations lost approximately 7% of their an-
nual revenues to fraud, with the lack of adequate internal
controls being a major factor in allowing the fraud to occur.

Of special interest is the fact that only 7% of the perpetrators
of fraud had prior criminal convictions; consequently, relying
on the traditional employee background records check may
be of limited effectiveness. According to the 2008 Report, the
single most effective tool in combating occupational fraud is
the creation of an anonymous reporting system (a “hotline”)
that ensures confidentiality.

The 2008 Report contains information on the different
anti-fraud controls organizations have adopted — and which
controls appear to be most effective. Although codes of con-
duct and external audits are the most frequently implemented
controls, the most effective anti-fraud devices were (i) surprise
audits, (ii) job rotation, (i) mandatory vacations, (iv) an
anonymous hotline for reporting fraud, and (v) anti-fraud
training for employees.”

Acorn: Hiding Fraud
from the Directors

In]July 2008, the “New York Times” put the spotlight
on the surprising behavior of senior executive officers of a
widely-respected national nonprofit organization, Acorn."®
Upon learning about a $1,000,000 embezzlement, the
executive officers decided to hide the theft from the board
of directors and from law enforcement. The perpetrator
of the fraud was the brother of the charity’s founder; and
the disclosure came to light because of a whistleblower.
The perpetrator embezzled the $1,000,000 in 1999 and
2000; but he remained on the payroll until June 2008.
The publicity the scandal generated has now made Acorn
the poster-child for poor judgment. The executive officers
had the perpetrator and his family execute an agreement
to repay the embezzled amount in exchange for confi-
dentiality.

Compare this response by Acorn’s senior manage-
ment to the response of the leadership team at Crotched
Mountain Rehabilitation Center in New Hampshire,
where the board was immediately notified and the au-
thorities immediately contacted after an embezzlement
was discovered. The audit committee and the CEO of
Crotched Mountain took immediate steps to address the
issues in a public manner. The behavior of the senior
leadership at Acorn has undermined public confidence
in that entity; the steps taken by the senior leadership at
Crotched Mountain Rehabilitation Center affirmed public
confidence in that entity. These two case studies are like
book ends in fiduciary behavior, framing the choices for
others caught in similar situations.

lll. SEVEN CORE QUESTIONS

Governing boards should be aware of seven core ques-
tions involving fraud, including characteristics of potential
wrongdoers, the components of an effective anti-fraud strat-
egy, the cost of fraud, and the role of the governing board.
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The Universe of Fraud
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1. What is Fraud?

e Fraudisan intentional act to deceive another person
that results in a loss to that person or a gain to the
wrongdoer. Examples of fraud include, but are not
limited to, fraudulent financial reporting, misap-
propriation of assets and improper expenditures.’

One recent statistic from the FBI underscores the
scope of fraudulent behavior in the nonprofit sector.
The FBI reported that most of the roughly 2,300
Internet sites soliciting relief for Hurricane Katrina
victims were fraudulent.’®

2. What is the cost of fraud?

When fraud occurs, there is a very high cost to the
charity, not only in the dollars lost, but more importantly,
in the adverse publicity that results and the damage done to
the charity’s reputation and credibility. Further, the negative
publicity that results may damage the fund-raising ability
of the charity. If criminal charges are filed, the charity may
find itself in the public spotlight for many months following
the discovery of the fraud.

Although seldom mentioned, there is significant disrup-
tion to the board and the staff when fraud is discovered. For
every dollar lost to fraud or embezzlement, there is one dollar
less for the charitable mission — and additional dollars that
must be spent to correct, litigate, and remedy the problem.
In a recent case involving fraud at a Lutheran Church in
Pennsylvania, church leaders disclosed the cost of the first
thirty days of the investigation to be $100,000." For this
church, its failure to create a system of internal controls was
very costly indeed.

3. Who are The Usual Suspects?

Although creating a profile of a typical embezzler is
difficult, employees who embezzle may have several of the
following characteristics.’ They

= maybe “altruistic” (trying to help relatives in need or

those with severe health problems rather than trying
to benefit themselves)

= may be disgruntled,

= may live above and beyond their means;

= may work long days and rarely take vacations;

= may control the internal systems;

= may have gambling, drinking, or drug problems;

= may have financial difficulties or may be undergoing
divorce, bankruptcy, or sudden illness

Data gathered recently indicates that the typical fraud
case involves a loss of $50,000 or less and was committed
by an individual with no criminal record. The ages of the
wrongdoers range from 20 years to 62 years; and the largest
frauds are committed by individuals with considerable tenure
atan organization.”' Frauds in excess of $100,000 are gener-
ally committed by males. Most wrongdoers were not charged
or convicted of a crime prior to committing the fraud.

One insurance company has posted its “10-10-80” rule
on its website:*

10% of employees will never steal;

10% of employees will always steal;

80% of employees will steal, if given the right
opportunity, motivation or justification

This appears to be a harsh analysis of human behavior;” but



the critical challenge for board members is to create internal
systems that anticipate such worse-case scenarios.

e Specific types of fraud vary considerably and include (i)
false invoices, (ii) payroll fraud, (iii) expense reimburse-
ment fraud, (iv) check tampering, and (v) false cash
register disbursements. Individuals who hold positions of
trust are vulnerable to temptation, even in religious orga-
nizations. The treasurer of a Lutheran Church in Penn-
sylvania recently embezzled over $1 million of church
funds.** He hid his actions by creating a bogus account
- the “Cardinal Investment Fund” — and then transfered
money from that account into his own bank personal ac-
count. He used the money primarily to purchase expensive
collectible automobiles. There were no internal controls
in place to monitor or provide checks-and-balances on
his authority.

4. What are the Opportunities?

The opportunities for fraud and embezzlement exist
where there are few, or no, internal controls, little or no su-
pervision of employees, an absence of checks-and-balances,
and no awareness of the vulnerabilities of an organization.
The specific wrong-doing may involve (i) personnel-related
expenses such as travel, wages, and fringe benefits, (ii) “ghost
employees” on the payroll with false wages, (ii) false print-
ing and mailing expenses, as well as other vendor-related
expenses, and (iii) collaboration with vendors on over-billing
schemes.”

As indicated above, the rationalizations that employees
use vary enormously. They may be disgruntled employees
who view their fraud as retribution for wrongs they believe
the organization has inflicted upon them. They may be staff
members who believe they deserve higher compensation. Or
they may be attempting to help others in financial distress or
in need. Human motivation being so complex, the rational-
izations are numerous.

As indicated earlier, the universe of fraudulent behavior
is without limit.* High profile perpetrators include senior
executive officers from publicly traded corporations (Tyco,
Enron, Adelphia Communications, WorldCom), invest-
ment bankers, government officials, as well as the athletic
competitors.”” Tn August 2008, the chief financial officer of
a charitable entity in California was arrested for allegedly
embezzling approximately $4,000,000 from the charity that
he served. He allegedly took the funds to invest in the stock
market. The stock market, being unpredictable, took tre-
mendous losses due to subprime lending, the unanticipated
oil crisis, and other events; and the chief financial officer was
unable to make the charity whole.

Among the largest frauds in the nonprofit world was
the Baptist Foundation of Arizona, whose auditor (Arthur
Andersen LLP) was also the auditor of Enron. The Baptist
Foundation of America was the largest Chapter 11 bank-
ruptey filing by a charity in U.S. history — and cost investors

$600,000,000. In this case, Arthur Andersen LLP agreed to
settle all litigation with a payment of $217,000,000, making
it the largest malpractice-litigation settlement in that firm’s
history.” The Enron implosion followed quickly, as did the
disappearance of Arthur Andersen LLP and the enactment of
Sarbanes-Oxley. The largest and most persistent fraud is the
Nigerian fraud, where the initial victim may himself become a
perpetrator of other frauds. The Nigerian scheme takes fraud
to a global level by using the Internet, which crosses national
borders with ease.

5. Good governance: What is the Board’s
Responsibility?

[t is the board’s responsibility to protect the charitable
assets under its control by ensuring good governance. It is
the board’s responsibility to make reasonable efforts to pre-
vent fraud. Boards should empower their audit committees
to establish (i) training for staff members, (i) preparing
protocols to ensure adequate checks-and-balances, and (iii)
engaging employees in an ongoing educational process.

In theory, when dealing with fraud, the board sets the
tone and establishes policies, management implements
the practices, and employees respond to both. However,
the board’s responsibilities are much greater, since it is
the board’s responsibility to make certain that the auditor’s
recommendations are in factimplemented and that adequate
systems are in place. Where an organization has retained an
auditor, it is a prudent practice for the audit committee or the
board to meet with the auditor privately, without the presence
of senior management.

6. What steps Should Be taken?

Be Proactive. Board members and officers should
identify the weakness within their organization and should
use external auditors as a resource. Audit committees should
be given a major role in devising a strategy and making
certain that the strategy is implemented.

As astarting point, the board needs to update the organi-
zation’s “policies and procedures handbook” to address fraud
prevention issues. For example, does the organization do a
background check on new employees? Does the organization
have the basic requirement that two signatures are required
on each check that is issued? Has the Board considered
obtaining a rider to its insurance policy specifically cover-
ing employee theft? Is there a conflict of interest policy for
staff members and volunteers, as well as for the governing
board?

Finally, the audit committee should have a detailed dis-
cussion with the auditor, asking specifically what steps should
be taken to detect fraud. If necessary, the engagement letter
with the auditor might include provisions about detecting
fraud during the audit.

Training and education. Educating employees on
ethics, conflicts of interest, and fraud prevention is a long-
term task, including the establishment of a whistleblower
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protection policy. A “whistleblower” protection policy is
important because it establishes a confidential process under
which employees report someone whom they suspect is com-
mitting fraud.” Boards might start with 2 memorandum to
employees, defining fraud, giving examples of fraudulent
activities, and soliciting employee comments. By engaging
employees in the process, the board sets the tone and conveys
the fact that the organization takes fraud seriously - and so
should the employees.

7. Role of Auditors in Detecting Fraud

The role of an auditor in detecting fraud and the po-
tential liability of an auditor for undetected fraud are core
questions. Although this article does not address the issue
of auditor responsibility and liability, there is extensive dis-
cussion available elsewhere.* In particular, readers should
look to the Statement on Auditing Standards (SAS) for
specific guidance. There have been significant changes to
these standards, issued by the American Institute of Certified
Public Accountants (AICPA). 3' The AICPA, the ACFE and the
Institute of Internal Auditors (ITA) in July 2008 jointly issued
new guidelines for combating fraud; and the results of that
collaboration (“Managing the Business Risk of Fraud: A
Practical Guide”) is available on the websites of those enti-
ties.

Tiwo statements appear to be the cornerstone in defining
the auditor’s role. First: “Auditors have some responsibility for
the detection of both errors and frauds that are material, but
this responsibility is not absolute. Auditors give ‘reasonable’
assurance that material misstatements have been uncovered,
but not total assurance.”* Second: “Although the auditing
CPA is still not held responsible or accountable for failing
to detect fraud, the new standard [Statement on Auditing
Standard No. 99] does impose several new responsibilities
on auditing CPAs. . "

In late 2003, “SAS number 99, ‘Consideration of Fraud in
aFinancial Statement Audit,” became effective. This statement
directs auditors to use professional skepticism and to consider

that a fraud could have occurred and could materially affect
the financial statements. The auditors must consider and
identify the risk of fraud and must continuously evaluate
evidence throughout the audit to determine whether or not
there are any fraud indicators.””

The effect of SAS number 99 is that auditors now have a
duty to consider fraud throughout their audit and they must
conduct brainstorming sessions to assess the threat of client
fraud. However, auditors do not have an absolute responsibil-
ity for the detection of fraud * Since SAS number 99, auditors
are required to approach the audit with a skeptical attitude
and must not over-rely on client representations.”’

Two final thoughts are in order on the different roles of
management and the auditor in detecting fraud. First, in a
national survey conducted by Grant Thornton LLP, 62% of the
221 Chief Financial Officers surveyed believe that it would be
possible to intentionally misstate their financial statement
to their auditor.® Second, that same Grant Thornton survey
drew the following conclusion: “At the end of the day, the
responsibility for fraud prevention and detection is on the
company’s management. Executives and managers must
clearly understand the inherent limitations of audits and
reviews, and recognize that they cannot and will not detect
all frauds.”¥

CONCLUSION

At the precise moment when charitable organizations
are rapidly proliferating and the need for accountability and
scrutiny is increasing, fraud and embezzlement persist as
major problems in all sectors of the economy. The impact
upon charitable organizations is of special concern, given the
fact that charities operate on such tight budgets and cannot
always meet the needs they are organized to address. With
more vigilant governing boards and more effective internal
controls, these are problems that organizations ought to be
able to control. Preventing fraud is preferable to confronting
the consequences of fraud.



TIPS TO PREVENT EMBEZZLEMENT

The following practical suggestions are taken from the
Zurich North America website:
e Division of labor — divide tasks among multiple employ-
eesto prevent illegal activity. If done correctly, this is prob-
ably the most reliable way to prevent embezzlement.

e Bank statement sent to the owner’s home — this allows
the business owner the opportunity to be the first person
to open the bank statement, thereby preempting any ma-
nipulation of enclosed documents (checks) and allowing
the review of checks for forgeries. Some banks are phasing
out the return of the actual checks, although with new
technologies, it is possible to review checks through the
bank’s Internet site.

e Employee background and credit check — looking for
credit, debt or criminal problems can give you a window
into a bookkeeper’s future behavior.

e Purchase fidelity insurance — this coverage may help
cover embezzlement losses.

» Establish apositive corporate culture and code of conduct
— this refers to teaching employees to do the right thing,
Business owners should operate in an ethical and above-
the-board manner and promote this behavior among
their employees. If employees see that the business owner
cheats or otherwise cuts corners, they will think that this
behavior is acceptable.

e Develop and test internal controls — consult with an ac-
countant or CPA to develop proper internal accounting
controls and test these controls on a regular basis.

e Watch employee’s lifestyle — if the employee appears to be
spending more money than you would anticipate based
on their salary, this may be an indication that they are

up to no good.

* Bookkeeper does not take vacations —if a bookkeeper does
not take vacations, it may be because they have to open
all mail to cover the tracks of their embezzlement.

e Taxes — many times embezzlement is related to the
stealing of funds set aside to pay various taxes. Often the
agencies that regulate the payment of taxes take a long
time to address non-payment of taxes. This gives the
embezzler the opportunity to steal a significant amount
of money before the owner knows that it is gone. Watch
tax payments carefully.

e Positive pay procedures offered by bank — this is a new
feature offered by banks in which they call each day and
review all checks that cleared the previous day. By taking
advantage of this service, the owner may be able to catch
fraud immediately.

e Listen to your CPA carefully — typically your CPA can set
up a system to prevent embezzlement in your business.
Many times business owners fail to follow the recom-
mendations set forth by their CPA and open themselves
up to embezzlement.

There are many ways to embezzle money from em-
ployers. As soon as you think you have a foolproof system,
embezzlers will create another way to steal from you. It is
best to work with your CPA to create a system to prevent
embezzlement. Other resources to help address this issue
include trade associations, Internet resources, business and
accounting publications, etc. Another good resource is www.
embezzlement.com. This website provides consultation
services that will help review the policies and procedures you
have in place to address fraud and embezzlement.
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