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Index  MACROBUTTON NoMacro [WPRef] 
NCX-8m: Computer Controls Questionnaire-Application Controls

	Organization:  MACROBUTTON PPC_GetClientName [Client Name] 
	Statement of Financial Position Date:  MACROBUTTON PPC_GetBalanceSheetDate [Engagement Date] 


	Instructions: See separate instructions at  MACROBUTTON PPC_LinkManager NCX-8 . This questionnaire is optional and can be used for any audit area in which the client relies on programmed application controls.

This questionnaire is designed for either an in-house system or computer service organization. However, completion of this questionnaire is unnecessary for service organizations if there is a suitable service auditor’s report. A separate questionnaire should be completed for each application. The operation of computer application controls is dependent on the control environment established by computer general controls. Thus, this questionnaire should be used in conjunction with the “Computer Controls Questionnaire—General Controls” at  MACROBUTTON PPC_LinkManager NCX-8l . Consider whether specialized skills are needed to complete this questionnaire. (See Step 43. at  MACROBUTTON PPC_LinkManager NCX-2 .)


Application:  MACROBUTTON NoMacro [     ]  

	
	
	Yes
	No
	N/A
	Comments

	Input Controls
	
	
	
	
	

	1.  Are there adequate procedures for authorizing input data, including master file changes?
	
	
	
	
	

	Examples of such procedures include the following:

· Stamping or initialing source documents.

· Programmed edit checks of existing customer account numbers for input transactions.

· Requirement of supervisory override for certain transactions (e.g., transactions over certain dollar amounts). These overrides are logged and periodically reviewed.

· Restrictions to assure that only specified personnel can make master file changes such as adding new accounts. Master file changes are logged and reviewed periodically.
	
	
	
	
	

	2.  Are there adequate procedures to assure the completeness and accuracy of input data at initial recording?
	
	
	
	
	

	Examples of such procedures include the following:

· Use of standard input forms.

· Use of data validation routines.

· Use of check digits and existence checks of account numbers.

· Use of standard menu screens.
	
	
	
	
	

	3.  Are there adequate procedures to assure the completeness and accuracy of the conversion of input data into machine-readable form?
	
	
	
	
	

	Examples of such procedures include the following:

· Use of batch totals, record counts or other user control totals.

· Dual fields or redundant data entry.

· Use of transaction numbering scheme, with automated sequence check.

· Use of key verification of input transactions.

· Automated matching of related data from different files (such as sales invoices with shipping data).

· Production of exception reports for supervisory review.
	
	
	
	
	

	4.  Are the following procedures used to assure that errors or rejected data are properly reentered into the system:
	
	
	
	
	

	a. Assignment of responsibility for the control over errors detected to an appropriate person or group?
	
	
	
	
	

	b. Maintenance of a manual or automated report of those errors?
	
	
	
	
	

	c. Periodic review of the error report by an appropriate individual and follow-up of old items?
	
	
	
	
	

	d. Review and approval of error corrections originating outside the information technology department by persons who are independent of the information technology department?
	
	
	
	
	

	Examples of such procedures include the following:

· Automated suspense files, with supervisory review of activity.

· Production of exception reports for supervisory review.
	
	
	
	
	

	Processing Controls
	
	
	
	
	

	5.  Are there adequate procedures to assure the completeness and accuracy of processed data, including database and table information used in the processing stream?
	
	
	
	
	

	Examples of such procedures include the following:

· Programmed edit checks (e.g., validity or sequence tests, incomplete data tests, limit or reasonableness tests, comparison of codes or account numbers against a master file or table, or alphabetic vs. numeric tests).

· Comparison of processing control totals to input control totals.

· Run-to-run controls verified at appropriate points in the processing cycle.
	
	
	
	
	

	6.  Are there adequate procedures to assure that data files are kept current and data is not changed other than through normal processing routines?
	
	
	
	
	

	Examples of such procedures include the following:

· Reconciliation by the computer of item counts with independent control totals.

· Production of exception reports for supervisory review.

· Detailed checking of data on file.

· Application security features. (See Question 17.)
	
	
	
	
	

	7.  Are there adequate procedures to prevent processing incorrect files, detect errors in file maintenance, and highlight system administrator errors?
	
	
	
	
	

	Examples of such procedures include the following:

· Application verification of file identification, dates, and version numbers.

· Manual checks of external labels.

· Review of system administrator log for error messages caused by system administrator action.
	
	
	
	
	

	8.  Are there established recovery procedures (e.g., checkpoint restarts) for long-running applications and on-line data collection applications for which a system failure would disrupt the timely completion of processing?
	
	
	
	
	

	Output Controls
	
	
	
	
	

	9.  Are there adequate procedures to assure that output is distributed only to authorized personnel?
	
	
	
	
	

	10.  Is the output scanned and compared to original source documents (e.g., detail comparison of master file revisions of nonnumeric data to source documents, and detail comparison to transaction lists)?
	
	
	
	
	

	11.  Does the output contain sufficient information to permit the detection of errors and the proper handling of subsequent corrections?
	
	
	
	
	

	12.  Are departments that initiate changes in master file data furnished with notices or a register showing actual changes made?
	
	
	
	
	

	13.  Are error and discrepancy reports produced, kept, and reviewed by appropriate personnel to assure that the required corrections have been made (e.g., “was-is” reports)?
	
	
	
	
	

	14.  Are output control totals reconciled with input and processing control totals?
	
	
	
	
	

	15.  Are there appropriate procedures for handling rejected transactions, reported errors or discrepancies, and unexplained reconciling differences?
	
	
	
	
	

	16.  Is machine-readable output properly identified (e.g., header and trailer labels on magnetic output media and external labels)?
	
	
	
	
	

	Security
	
	
	
	
	

	17.  If the application includes security features, are those features adequate to protect data from unauthorized access, modification, or loss? (Consider questions 10.–26. of  MACROBUTTON PPC_LinkManager NCX-8l .)
	
	
	
	
	


Completed or updated by: (Refer to  MACROBUTTON PPC_LinkManager NCX-8  for instructions on updating this form.)
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