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Index  MACROBUTTON NoMacro [WPRef] 
NCX-8l: Computer Controls Questionnaire-General Controls

	Organization:  MACROBUTTON PPC_GetClientName [Client Name] 
	Statement of Financial Position Date:  MACROBUTTON PPC_GetBalanceSheetDate [Engagement Date] 


	Instructions: See separate instructions at  MACROBUTTON PPC_LinkManager NCX-8 .

This questionnaire is designed to assist you in obtaining a further understanding of general computer controls for either an in-house system or computer service organization. However, completion of this questionnaire is unnecessary for service centers if there is a suitable service auditor’s report on the service organization’s internal controls. Consider whether specialized skills are needed to complete this questionnaire. (See Step 43. at  MACROBUTTON PPC_LinkManager NCX-2 .)


	
	Yes
	No
	N/A
	Comments

	Organization Controls
	
	
	
	
	

	1.  Is the information technology (IT) department independent of the departments it serves?
	
	
	
	
	

	2.  Are IT personnel prohibited from initiating or authorizing transactions?
	
	
	
	
	

	3.  Are IT personnel prohibited from initiating changes to master files or are appropriate procedures followed to control those changes?
	
	
	
	
	

	4.  Are departments that initiate master file changes given a report showing the changes that were made?
	
	
	
	
	

	5.  Are appropriate procedures followed when IT personnel make corrections to errors in data files or applications?
	
	
	
	
	

	6.  Is there separation of duties between programmers, system administration, and users?
	
	
	
	
	

	7.  Are the duties of IT personnel rotated periodically?
	
	
	
	
	

	8.  Are IT personnel required to take annual vacations of at least one continuous week and during the vacationing personnel’s absence, are their duties performed by other personnel?
	
	
	
	
	

	9.  If there is an internal audit function, do the internal auditors report to the audit committee on whether the computerized accounting applications are designed and operated to produce information that can be used to prepare financial statements that accurately represent the organization’s financial condition and changes in net assets?
	
	
	
	
	

	Access Controls
	
	
	
	
	

	(If the organization has more than one computer system or a LAN, this section of the form should be completed for each system or LAN. To do so, a copy of this section can be made and completed for each system or LAN.)
	
	
	
	
	

	10.  Is one employee assigned the responsibility for IT security?
	
	
	
	
	

	11.  Are there adequate physical controls to ensure that access to computer facilities is restricted to authorized personnel?
	
	
	
	
	

	12.  Are programmers restricted from access to applications in live operation, job control language, and live data files?
	
	
	
	
	

	13.  Are procedures in place to prevent testing of new or revised applications on live data files?
	
	
	
	
	

	14.  Are software users prohibited from having access to source code, the compiler, and programming documentation?
	
	
	
	
	

	15.  Is access to application processing parameter databases or table files restricted to authorized personnel, and are changes to those files adequately reviewed?
	
	
	
	
	

	16.  Are software utilities that can alter data or applications adequately controlled, and is their usage logged for subsequent management review?
	
	
	
	
	

	17.  Is access control software used for terminals and workstations so that—
	
	
	
	
	

	a. Access is limited to specified persons?
	
	
	
	
	

	b. Individuals have access only to those applications or files that are necessary to perform their duties?
	
	
	
	
	

	18.  If passwords are used to control terminal or workstation access—
	
	
	
	
	

	a. Are procedures established to determine that those passwords are confidential and unique?
	
	
	
	
	

	b. Are passwords changed at regular intervals?
	
	
	
	
	

	c. Are passwords promptly canceled for terminated employees?
	
	
	
	
	

	19.  Regarding IT personnel who are terminated—
	
	
	
	
	

	a. Are they released from sensitive duties immediately?
	
	
	
	
	

	b. Is their access to the IT system suspended immediately?
	
	
	
	
	

	c. Are their actions appropriately supervised until their departure from the premises?
	
	
	
	
	

	20.  Are there procedures to prevent remote access to the network through dialup, Internet or Virtual Private Network (e.g., dial-back, polling lists, user ID or passwords)?
	
	
	
	
	

	21.  If confidential or sensitive information is transmitted through public carrier networks (e.g., by leased line), are protection methods used to prevent or detect unauthorized access, either through carrier security methods or independent methods (e.g., encryption methods)?
	
	
	
	
	

	22.  For internal network traffic, are procedures that are commensurate with data traffic sensitivity in place to provide security over transmissions across the network?
	
	
	
	
	

	23.  Are intrusion detection systems in place on the internal network to monitor the network?
	
	
	
	
	

	24.  Has all data been classified and appropriate risk ranking established that will support and provide evidence for the use of implemented network security controls?
	
	
	
	
	

	25.  For centralized data centers, are there appropriate controls over access to system administrator instruction manuals?
	
	
	
	
	

	26.  For decentralized, distributed client server systems, are there appropriate education, training, and support materials available for the system administrator and security administrator over the servers?
	
	
	
	
	

	Application Development Controls
	
	
	
	
	

	(If the organization has more than one computing platform, such as mainframe and LAN, this section of the form should be completed for each platform. To do so, a copy of this section can be made and completed for each platform.)

The following questions apply to all key applications, both those developed in-house and those purchased from third-party vendors.
	
	
	
	
	

	27.  Are there established procedures and is approval required and obtained for development of new applications, as well as modifications of existing applications, preferably through a system development life cycle methodology?
	
	
	
	
	

	28.  Do the application development procedures give adequate consideration to development of adequate control features for the new or modified applications?
	
	
	
	
	

	29.  Do the application development procedures require active involvement by the users (and internal audit, if applicable)?
	
	
	
	
	

	30.  Have formal testing procedures been established to check the functioning of new applications and modifications of existing applications (including testing of modifications made by vendors to purchased software)?
	
	
	
	
	

	31.  During the testing phase, does the user group (or the personnel who will run the system for the user group) test the application as a complete product, and is testing performed under conditions similar to those in which the application or system is expected to be run?
	
	
	
	
	

	32.  Are there formal standards and procedures for documentation of new applications as well as modifications of existing applications?
	
	
	
	
	

	33.  Are procedures in place to prevent unauthorized changes to applications, preferably as part of the company’s system development life cycle methodology?
	
	
	
	
	

	34.  Are there controls over the movement of new or modified code from development to testing and to the live operating environment?
	
	
	
	
	

	System Software Controls
	
	
	
	
	

	(System software includes the operating system, database management systems, telecommunications software, security software, and utility software, file management systems, library management packages, compilers, sorts, job control software, and time-sharing software.)
	
	
	
	
	

	35.  If organization personnel have the technical expertise and tools to develop or modify system software—
	
	
	
	
	

	a. Are those personnel prevented from having a detailed understanding of related applications and user controls over key files and transactions?
	
	
	
	
	

	b. Are those personnel appropriately supervised?
	
	
	
	
	

	c. Does the organization have in place controls over system software like those for application development (questions 27.–34.)?
	
	
	
	
	

	d. Are changes to the system software reviewed and approved before moving them into the live operations environment?
	
	
	
	
	

	e. Are changes to the system software tested before moving them into the live operations environment?
	
	
	
	
	

	f. Are key system software parameters periodically reviewed to ensure adequate use and governance of system resources and processing?
	
	
	
	
	

	g. Are maintenance and emergency software patches installed and kept up to date per vendor specifications?
	
	
	
	
	

	Operational Controls
	
	
	
	
	

	(If the organization has more than one computing platform, such as mainframe and LAN, this section of the form should be completed for each platform. To do so, a copy of this section can be made and completed for each platform.)
	
	
	
	
	

	36.  Are schedules prepared and followed for processing of computer applications?
	
	
	
	
	

	37.  Are changes to work schedules appropriately authorized and communicated to affected parties?
	
	
	
	
	

	38.  Are automated or manual logs used to record system administrator activities?
	
	
	
	
	

	a. Are there controls to ensure that logs are complete and accurate?
	
	
	
	
	

	b. Are the logs reviewed by appropriate supervisory personnel, and are unusual entries appropriately investigated?
	
	
	
	
	

	39.  Are system administrators required to report system failures, restart and recovery, or other unusual incidents, and are those reports reviewed by an appropriate official?
	
	
	
	
	

	40.  Are system administrator instruction manuals (in the form of a printed manual or instructions that can be accessed online) available to each system administrator?
	
	
	
	
	

	41.  Do the system administrator instruction manuals contain the following:
	
	
	
	
	

	a. Setup of batch jobs and loading of operating systems or software (including applicable control statements or parameters used in processing)?
	
	
	
	
	

	b. Hardware components and data files to be used?
	
	
	
	
	

	c. Input and output media to be used?
	
	
	
	
	

	d. Termination of applications?
	
	
	
	
	

	e. Instructions on actions to be taken (such as rerun or restart procedures) if a process fails to operate properly?
	
	
	
	
	

	42.  Are there appropriate procedures to monitor system administrator compliance with prescribed operating procedures?
	
	
	
	
	

	43.  Are there appropriate procedures for back-up and storage of applications and data files?
	
	
	
	
	

	44.  Is there a documented background screening of IT personnel?
	
	
	
	
	

	45.  Are periodic security briefings provided for IT personnel?
	
	
	
	
	

	46.  Are there appropriate procedures to prevent test versions of applications from being run on live operating data and to control such tests when it is necessary to run them?
	
	
	
	
	

	47.  In circumstances when system administrators must initiate input of data, do procedures exist to allow the system administrators to determine whether the input is properly authorized?
	
	
	
	
	

	48.  Are there appropriate controls such as the following for situations when outside third parties (such as vendors from whom application or system software is licensed) are permitted to sign on to the organization’s system, for example, to perform problem determination and resolution procedures:
	
	
	
	
	

	a. The vendor must specifically request the organization’s authorization and a user ID and password (ideally a one-time use password) to sign on to the organization’s system?
	
	
	
	
	

	b. The vendor must ask the organization to turn on an activation switch that permits access to the system?
	
	
	
	
	

	c. The organization’s procedures call for the organization to call back vendors who initiate a request for access to the organization’s system to verify the identity and authority of the caller?
	
	
	
	
	

	Disaster Recovery/Contingency Planning
	
	
	
	
	

	49.  Have contingency plans been developed for alternative processing in the event of loss or interruption of the IT function?
	
	
	
	
	

	50.  If contingency plans have been developed, have they been tested for adequacy in the event of a disaster?
	
	
	
	
	

	51.  Is off-premises storage maintained for:
	
	
	
	
	

	a. Master files and transaction files sufficient to recreate the current master files?
	
	
	
	
	

	b. Applications and related documentation?
	
	
	
	
	

	c. Copies of the contingency plans?
	
	
	
	
	

	52.  Are copies of the backup files for the following periodically tested to make certain they are usable:
	
	
	
	
	

	a. Software copies?
	
	
	
	
	

	b. Master files?
	
	
	
	
	

	c. Transaction or transaction history files?
	
	
	
	
	


Completed or updated by: (Refer to  MACROBUTTON PPC_LinkManager NCX-8  for instructions on updating this form.)
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